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PREFACE: CALL FOR PARTICIPATION

The workshop follows the two previous workshops organized at the Technical University of Denmark
in June 2006, and at Copenhagen University in June 2009. What is special with the IHC workshop is
that it attracts researchers, health care professionals, IT professionals, administrators, IT companies,
and others engaged in the development of infrastructures and new, integrated applications and
services for improving the quality of health care services.

The purpose of this third international workshop is to continue this forum for discussing current
issues and trends related to the integration and coordination of health care practices across
institutional, organizational, professional, and global boundaries.

Healthcare has increasingly become a global phenomenon. Even the work within the smallest clinic is
inevitably affected by global aspects such as research network of treatment practices and support
network of patient groups. The global infrastructures thus affect the local infrastructures and vice
versa. Global phenomena such as the increase in patients with chronic diseases also pushes the
boundaries for healthcare creating a network of technologies, people, and social arrangement as
treatment of one patient involves different professions spread over several institutions and
organizational boundaries spanning across various distributed networks. Shortage of local national
resources such as workforce, labs, and medical instruments also increases the need to discuss new
opportunities to re-think healthcare in a global economy. Finally, global healthcare re-introduces
telemedicine and e-health, since new technological opportunities enables complex medical practices,
where the patient and the healthcare professional are geographically distributed. In a globalized world
policy makers, health care professionals, IT professionals, and researchers share an increasingly
pressing interest in understanding, designing, and creating innovative systems of care, which improve
communication, coordination, and collaboration among patients and healthcare professionals.

We wish to bring international researcher, healthcare professionals, IT professionals, administrators,
and IT companies together to re-think and discuss new opportunities for healthcare technologies,
medical practices, and global infrastructures. We wish to highlight how new global infrastructures -
socio-technical assemblages - simultaneously connect existing practices, influence and change these
practices, and create entirely new practices in health care work (e.g. related to the maintenance of the
global infrastructure itself). What characterizes infrastructures in health care? What role do they play
in transforming and reorganizing health care and in creating new actors in health care? How are
infrastructures established and maintained? What is the impact on work practices, organizational
structures, cost effectiveness, quality of care, and continuity of care?
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Introduction

One finds many organizational visions for the introduction of health information
infrastructures (HIT) and the vision for personal health records (PHR)
exemplifying this has gained prominence over the past decade. PHR has been
defined as internet-based, lifelong health records that are controlled by the
individual and are meant to promote the individual’s engagement in his or her
healthcare as well as to make critical patient data available across healthcare
delivery sites. Nonetheless, PHR as an organizational innovation remains a vague
and contested vision, characterized as being “in its infancy” (Gearson, 2007).
Moreover, competing ideas and technological views on PHR have taken shape
(Tang & Lee, 2009), adding to confusion and uncertainty about the possible
trajectories and likely outcomes of this health information technologies (HIT)
innovation. Parallel to this fluid debate one finds a number of stakeholders
actively engaged in the development and testing of prototypes and experimental
systems. This raise the question: how do these PHR organizing visions translate
into actual working systems? What elements of the PHR visions get amplified,
disappear from view and what new components are added in the translation from
vision to physical system?



We explore these questions by taking our point of departure in US-based PHR
organizing visions (Davidson, @sterlund, & Flaherty, Under Review). Swanson
and Ramiller (1997) (p. 460) define an organizing vision as “a focal community
idea of the application of information technology in organizations ... a vision for
organizing in a way that embeds and utilizes information technology in
organizational structures and processes.” To address these questions we review
two PHR prototypes: HealthTransitions developed in the US and myRecord
developed in Denmark.

PHR Organizing Visions

Based on extensive discourse analysis Davidson et al (In Review) distinguish one
general PHR vision and five variations on this vision. Here we focus on the
overall PHR vision and the fifth variation: PHR as applications, as the two
prototypes we analyze fall closest to this version of the PHR vision. We argue
that these visions diverge in terms of 1) the innovative community participating in
the promotion of the vision, 2) the core technologies and organizational practices
related to the health data management, and 3) the institutional arrangements
which will support each version of the vision.

Two Prototypes and their Visions

Both prototypes are relatively small endeavors compared to large-scale systems
by for instance Kaiser Permanente, Google, and Microsoft. They develop out of
innovation communities dominated by health professionals from teaching
hospitals and university based information system scholars. They are supported
by government funding and have sought collaborations with HIT vendors only
after prototypes were developed. Neither have close collaborations with
healthcare foundations or provider professional organizations beyond the teaching
hospitals involved in the collaborations. The innovation community associated
with myRecord includes researchers in Cardiology, Health Informatics, Computer
Science, and Sociology (see Http://cith.dk), where HealthTransition involved
researchers and practitioners in pediatrics, family medicine, social workers and
service coordinators, information management and information science (see
Http://healthy TransitionsNY.org). Both projects have engaged patients and
significant others, and in the latter case, also parents.

The core technologies and organizational practices of HealthTransitions
and myRecord follow at the outset the general vision by striving to support the
aggregation of data from multiple sources on a web-based platform where
patients are able to enter personal health information.



At the same time they fall closest to the PHR as application vision by
focusing on particular diseases and life-state application. HealthTransitions
supports adolescents and young adults (ages 14-25 years) with developmental
disabilities as they transition from pediatric to adult health care. It targets youths,
family caregivers, service coordinators and heath care providers. The site strives
to support a number of activities including: keeping a health summary, setting
health goals, managing medications, finding community resources, speaking up at
the doctor’s office, scheduling appointments, facilitating service coordination,
getting healthcare insurance, deciding about guardianship, and understanding the
patient’s disability. myRecord is designed to support patients with implantable
cardioverter-defibrillators (ICDs) living at home and their providers (Andersen,
Bjorn, Kensing, & Moll, In Press). It allows patients and providers to jointly
monitor the ICD and access an overview of the patient’s condition. It support
activities like: maintain overviews of consultations and medication, keep a diary,
communicate symptoms and raise questions, manage health contacts, support
document sharing.

When it comes to institutional arrangements the two prototypes build on
the general vision of obtaining higher quality service through increased
accountability of patients by empowering them to manage (some of) their
personal health data. Equally important the prototypes strive to integrate an
otherwise fractured health information system by facilitating the collaboration
and communication among a distributed and heterogeneous group of patients,
significant others, and healthcare professionals.

Discussion and Conclusion: Visions to VVersions

The innovation community associated with both projects has been changing since
their inceptions, with patient groups being enrolled as participants early on and
HIT vendors joining later in the process. However, the core innovation
community remains the research-based participants. For instance,
HealthyTransitions started out as collaboration between a few physicians at a
teaching hospital and information management researchers at an adjacent
university. As the project progressed more participants joined the community.
First, the researchers engaged patients and parents to learn about their information
needs and some of these became active participant in the project. Social workers
and family physician also joined the effort as those subgroups deemed particular
important for the information needs of the patients and their parents. A small IT
company joined the effort to assist in the building of the prototype. myRecord
emerged around its core research project, CITH and the prototype developed has
only recently been handed to a HIT vendor in the hope of developing a more
stable and scalable system which can be used in a clinical trial. How the vendor
will execute the system is too early to judge.



One also finds changes in the core technologies and health data
management from the broader vision to the prototypes. Where both projects
envisioned connectivity via mobile devices neither have yet to realize the idea.
Similarly the research oriented communities initiating the projects started out
with the vision of joining information resources and coordinating data
management in a heterogeneous community. However, in both projects the
prototypes have to date ended up paying significant attention to patient education
and facilitating the doctor-patient encounter by assisting the patients to prepare
for consultations with their care providers. This includes educating the patients
about their health status and how to actively participate during consultations.
HealthTransitions, for instance, strives to help patients set health goals, manage
medications, finding community resources and speaking up at the doctor’s office.
Likewise, myRecord helps patients to prepare for their consultations by
prompting them to answer questions defined by the cardiologist, update their
medication list and raise questions to be addressed at the consultation.

Finally, when it comes to institutional arrangements we find that through
their development the prototypes have maintained their commitment to empower
the particular patient groups by promoting patient-entered data in their focus.
However, to avoid too much complexity both have shied away from the original
vision of integrating data in a fractured health care system. For instance,
HealthTransitions has spent significant time simply gaining permission from
hospital IT management to develop a web-based prototype containing patient
entered data and facilitating provider-patient communication. Integrating EHR or
other provider generated data into the prototype would require substantial
financial and political capital. These early prototypes also show that
empowerment comes with a cost, and not all patients are ready to engage actively
with their disease, especially at times when they feel well. Healthcare
professionals found patient generated data valuable but they also raised concern
that the final systems should not increase the time used on each patient.
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Abstract. Many poor countries developing health information systems face huge
challenges of uneven infrastructural development. This relates both to the physical
infrastructure such as internet, and even electricity, but also of skilled people and
organizational maturity. While cities can offer the latest in technology, there can easily be
a wide range of different context in other parts of the same country. In this paper, we
argue that free/open source software, open standards, and an open-ended architecture
are appropriate for such a setting. We use the case of Sierra Leone to illustrate this.

The challenge of integration and uneven development

The design and implementation of sustainable, functional, scalable and
comprehensive health information systems (HIS) based on Information and
Communication Technology (ICT) is difficult. Particularly so in many
developing country contexts where technical infrastructure, power, connectivity
and skills may be unevenly distributed across urban and rural areas (Braa et a,
2007). Inthis paper we present an architectural perspective which has evolved in
part from lessons learned translating Health Metrics Network’s (HMN) health



information system framework guidelines (Health Metrics Network, 2008) into a
practical implementation in SierraLeone.

Growing consensus on the vital role of information and good information
systems in the provision of heath services lead to the launch of the HMN, a
partnership hosted by the World Health Organization (WHO), in 2005. The
HMN provided global |eadership as well as a consensus-based overall strategy for
the development of national HIS — conceived as interoperable sub-systems within
a national framework where aggregated data from the subsystems are integrated
and made available in a national data repository. However, when the HMN
Technical Framework advises countries to implement a central data repository
receiving data eectronically from sub-systems and the periphera levels, it
presupposes uniform access to a wide area network like the Internet.
Furthermore, when many of the data sources are paper-based, as is the dominant
tendency in Africa, new ICT solutions need to be established and interoperability
created based on the available infrastructure, which ranges from a complete lack
of power and connectivity through portable data systems, such as USB memory
sticks al the way to mobile networks and the Internet.

Our case study, Sierra Leone, presents a typical example of fragmented health
information systems and uneven development. Various health programs, such as
malaria, mother and child health, extended programme on immunization,
HIV/AIDS, etc, maintained separate information streams. This resulted in both a
certain degree of overlap, for example the mother and child health programme
aso collecting data on malaria and HIV (for pregnant women, infants, and
children), and aso incompatible electronic platforms where such existed. The
results are a higher burden of data collection, typically leading to lower quality,
and at the same time the unavailability of relevant data for decision making. Even
though more data than necessary was collected, much less was available to any
single person. At the same time, these structures were reinforced by global
partners, who are typically themselves organized in a fragmented manner (for
example; UNAIDS for HIV, UNICEF for childrens health, various departments of
WHO, etc).

Sierra Leone aso presents extreme differences in infrastructure. While never a
given, electricity is more stable in the capital, Freetown, and the Ministry of
Health had reliable internet connection. But in the districts, even those district
offices which had generators had very variable supply of fuel, and everything
became even more unpredictable during the rainy season.

To solve the challenge of creating a central data repository in such a setting,
we argue that an open and flexible architecture which can take root and thrive on
sub-optimal infrastructure was necessary. This architecture is dependent on a) a
technology-neutral scaling model, i.e. able to function across paper, stand-alone
computers, and cable and wireless connection, and b) an open standard for



statistical data transmission, allowing various sub-systems to integrate through the
data repository.

Defining the architecture:

The problem of fragmented data flows and reporting systems is addressed by an
overall enterprise architecture approach where aggregate data from the various
data sources are integrated in a shared data warehouse. This is the framework
within which we apply our proposed open architecture. Further, we distinguish 3
levels; organisational, application and data interoperability.

At the organisational level the primary task was to achieve consensus and a
common vision between health program management teams. This level of
integration is an essentia enabler for the harmonisation of data elements, redesign
of routine paper forms and development of a national health information dataset.
It is the single most important factor in reducing the burden of redundant data
collection, reducing duplication and increasing data quality. The relationship
between organisational integration and practical implementation is nevertheless
complex. The practical implementation and use of appropriate solutions at the
application level in turn plays arole in mediating negotiation at the organisational
level.

At the application layer the plethora of existing data management tools (mostly
spreadsheets) is progressively replaced by a purpose-designed health information
system software (DHIS2 http://www.dhis2.org) which is sufficiently flexible to
meet the requirements of the health districts as well as a national data warehouse.
Data from chiefdoms and facilities is entered from the paper forms at each of the
12 districts and monthly aggregate reports are fed up to the national level, taking
advantage of whatever transport is available — typically thisis email using a dial-
up wireless internet connection. Feedback resulting from aggregation and
analysis is returned through the same channels. Whereas DHIS2 provides the
backbone of the information system, it needs also to be able to source aggregate
data from other systems — in particular the patient record system used for ART
management in Connaught Hospital and the anticipated human resource planning
and logistics systems of the Ministry of Health and Sanitation.

Data interoperability with these systems has been tested using a WHO-driven
open standard for exchange of dstatistical heath domain data and metadata
(SDMX-HD). The use of an open standard was preferred over the ad-hoc XML
format which is native to the DHIS2 software. The WHO mediated open process
around the standard provides a managed terrain for vendors, developers and end
users to reach agreement on the fundamental interoperability requirements.




Conclusions and lessons

The ICT infrastructure in Sierra Leone continues to pose challenges. District
users cannot directly access the national server viathe web. Software is deployed
on commodity hardware and maintenance of the district sites demands more
dispersed and comprehensive skills than would typically be required in more
developed settings. The DHIS2 software is deployed on a linux platform and
workstations are running Microsoft Windows. The workstations suffer regular
virus problems and are frequently reinstalled by local IT companies in the
districts. The linux servers have proved more robust, but when there are
problems (usually related to power outages and network equipment failure) they
are not easily solved locally at the district. Despite this fragility, the health
information architecture has survived and continues to provide a rendezvous point
for useful health management information. As the system continues to provide
increasing value in terms of health management information it acts as adriver and
advocacy focus for improvement of infrastructure and better governance.

Human and technical infrastructures and connectivity are unevenly developed
and distributed in most poor countries. Scaling strategies and the involved
solutions need therefore to be flexible. A country will need a wide range of
systems; systems for management and statistical data, medical records, birth and
death registration, human resource systems, lab systems, pharmacy and logistics
tracking systems etc. Uneven infrastructure means that these different
components will be introduced and scaled according to maturity and
infrastructure. The use of open source and open standards has enabled the growth
of aregional community of practice across West Africa. The landing of ever more
cables around the coast of Africa offers a further possibility to circumvent many
infrastructure problems by hosting systems in “the cloud” using IAAS or SAAS
models. Thisis a strategy currently being pursued in the implementation of HIS
in Kenya. We hope to be able to compare these experiencesin a later paper.
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1 Introduction

Telemedicine! has a long and reasonably successful history in sparsely populated coun-
tries like Australia, Canada and Norway (Wootton, 2001; Smith et al., 2010). However,
in densely populated countries and areas, uptake has been slow and the economic bene-
fits small or non-existent (Medcom, 2010). In Denmark for example, telemedicine seems
to be caught between national standardization initiatives and local experiments. Thus, on
the one hand, new standard infrastructures are developed and deployed while, on the other
hand, new, local experiments, e.g., supporting patients with a chronic disease, are developed
without connection to this infrastructure.

Currently, a number of initiatives are being formed in order to address this situation.
On an international level, the US and the European Union are entering an agreement on
interoperability and minimum data sets for electronic patient records (Mosquera, 2010). At
the same time large national initiatives are being carried out in, e.g., England and Denmark
to deploy national and regional electronic healthcare records as well as selected national
healthcare services, e.g., the “common medicine card” (FMK) 2). These initiatives so far
do not include concerns for international interoperability nor effective means for supporting
accelerated deployment of telemedicine. Thus numerous, uncoordinated local experiments
are still being initiated; and in the light of the quite dramatic development in demograph-
ics and the continuing development in technology one may expect creation of new local
experiments to continue.

In this paper we suggest that instead of trying to improve uptake, efficiency, quality
etc. through more emphasis on the existing strategies like standards and interoperability
one should take a different approach based on the concept of software ecosystems. In this
way we expect to be able to point to new possibilities for creating more viable healthcare
services and accelerate uptake. A ‘software ecosystem’ may be defined as “the set of soft-
ware solutions that enable, support and automate the activities and transactions by the ac-
tors in the associated social or business ecosystem and the organizations that provide these
solutions” (Bosch, 2009) where a social/business ecosystem “consists of actors, the con-
nections between the actors, the activities by these actors and the transactions along these
connections concerning physical or non-physical factors” (Bosch, 2009; Bosch and Bosch-
Sijtsema, 2010). See also (Moore, 1993) and (den Hartigh and van Asseldonk, 2004) for

1

In this paper we use the term ‘telemedicine’ to denote ICT-supported healthcare services where some of
the people participating in service delivery are not co-located with the receiver of the service
2 http://www._nsi .dk/Projekter/FMK.aspx



applications of the ecosystem concept to business. Examples of software ecosystems in-
clude Apple’s iOS platforms, Google’s Android, and Microsoft’s Office platform.

While software ecosystems share such goals as cost reduction and reduced time-to-
market with software reuse (and software product line) approaches, it differs organization-
ally in terms of a focus on contexts of use and technically in terms of building on a common
platform. Many issues with generic software component reuse have been resolved in soft-
ware product lines through reuse of assets other than software (Bass et al., 2003). Software
ecosystems build on this approach.

2 The Current Healthcare Services Ecosystem

Figure 1a) illustrates central aspects of current Danish (telemedical) healthcare services
using the SEM notation of Boucharas et al. (2009). The figure shows the telemedicine ap-
plication RRS (Remote Rehabilitation Support®) that among others provides postoperative
support for patients that have had total hip replacement. While RRS uses the services of
the telecommunication provider TDC that owns the fixed-line copper network, it does not
use the services of MedCom?* including the national health data network or FMK. And the
FMK illustrates some of the difficulties in the current set-up: It is a national initiative which
should have been fully deployed in 2010. However, current plans state that a first launch is
expected in 2011. And this first version will not include the general practitioners, a group
which is vital for many telemedicine applications. National Health IT (NSI) provides na-
tional management of Danish healthcare IT and are responsible for FMK and others. In
essence, each of the telemedical applications form an isolated ecosystem with FMK, NSI,
and MedCom forming another.

Figure 1. a) Software Supply Network (SSN) diagram for current healthcare services; the value flow is not
shown. Dashed lines show connections that would be valuable, but that do not exist. b) SSN diagram for
possible future services.

3 http://www.caretechinnovation.dk/en/projects/index.htm#RRS

4 MedCom is responsible for the Danish national health data network (SDN) and for certifying conformance
to MedCom defined standards. http://www.medcom.dk/wm109991



3 A Connected Healthcare Services Ecosystem

Rather than supporting separate systems of healthcare services (cf. Section 2), a model
for a possible common ecosystem is shown in Figure 1b. The figure illustrates that na-
tional and locally developed services (e.g., provided by the “Telemedicine Application”)
are made available through a number of organizations (cf. Section 3.2) from which RRS
purchases/consumes services. The strategies pursued by the actors in an ecosystem provide
a high-level characterization of an ecosystem. However, we are interested in promoting the
formation of a new ecosystem for telemedicine. In order to ensure that such an ecosystem
is ultimately both viable and beneficial to its members, we must consider the incentives that
are in place for each actor to perform in accordance with the vision for the ecosystem as a
whole.

3.1 Make standards and implementations

The national standardization initiatives are in the current system disconnected from the
local one-of-a-kind systems aimed at needs of particular niche domains. The developer of
a local pioneering solution for a specific domain has two primary goals: First, ensuring
appropriateness of the solution for the niche domain, and, secondly, getting a functional
prototype or product ready quickly and efficiently. Conformance to and development of
national standards is at best a distant third priority. Reuse of existing and free software
components is a means to achieve the second goal. If standards-compliant core components
such as for example communication and integration were freely available, this would thus
help developers. More importantly, it would provide a way to leverage the experience of
developers of local niche solutions in the standardization process.

First, if these components are available under open-source licenses, the developers
could, if needed, modify them to ensure their solution is appropriate for the niche domain. If
such components are modified, then knowing what modifications are made for a particular
domain would be valuable input to the standardization process. Secondly, if the developers
use such components, even in a modified form, their solutions would be much closer to
conforming to standards compared to similar examples in existence now.

3.2 Ensure access to trusted components

Even the most useful third party components and solutions are only beneficial to consumers
if available and of sufficient quality. We envision that an an entity akin to, but more general
than, Apple’s “App Store” would be beneficial to the ecosystem. First, it would provide a
way for developers to locate third party components for re-use. Secondly, it would provide a
mechanism to help market their products. Thirdly, it could be integrated with a certification
authority that would gauge the quality of components. Several aspects of quality could be
considered, including reliability and performance, user satisfaction, and compliance with
legal requirements.

In summary, we envision the formation of one or more organizations responsible for:
1) Standardization of data models, protocols etc., 2) implementation of open source com-
ponents, 3) certification of components, and 4) managing a market place for services and
reusable components.



The organizations responsible for these areas must consider, e.g., the licenses of soft-
ware available in the ecosystem, how solutions are funded and consequently which business
models will be supported, and which platforms that can be used in the ecosystem.

4 Future Work

We find it reasonable to expect that the suggested approach will lead to improved ICT sup-
port for healthcare services, mainly through better interactions between national and local
ICT initiatives. However, in order to drastically speed up uptake, the economic benefits
for the involved companies and public authorities have to be improved beyond what can
be achieved through better ICT support only. To achieve this, and combine such improved
economics with better quality and availability of healthcare services, ICT support has to be
co-developed together with the organization of service delivery. To the best of our knowl-
edge, no commonly accepted, validated models for this exist. Furthermore, it is not clear
how the (software) architecture of such a software ecosystem should be designed. Thus the
best way forward seems to be to combine research on international best practices with a
small number of practical experiments on co-development where the ecosystem approach
is extended to cover both ICT support and organization of service delivery.
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Abstract. We exemplify and discuss a recently developed technique for distributing work-
flows described formally in the declarative Dynamic Condition Response Graphs model on
an oncology workflow obtained from a field study at Danish hospitals.

1 Introduction

Healthcare workflows involve coordination of a heterogeneous set of professionals,
patients, organizations and sectors, and must be able to adapt to inevitable changes
of treatment processes and organization of the work (John Fox (1998); Terenziani
et al. (2004)).

The overall goal of the Trustworthy Pervasive Healthcare Services (TrustCare)
project funded by the danish research agency for strategic research is to address
this challenge in a strategic and interdisciplinary research effort in collaboration
with the industrial partner Resultmaker, a small danish provider of workflow and
e-government services.

As part of the project we have developed a formal declarative workflow lan-
guage called Dynamic Condition Response Graphs (Hildebrandt and Mukkamala
(2010); Hildebrandt et al. (2011)), which generalizes the Process Matrix model
developed by Resultmaker as a flexible declarative process model. A number of
researchers have advocated the use of declarative process models to represent re-
quirements of process-aware information systems used by knowledge workers, as
it is the case in the healthcare domain (Chesani et al. (2008); van der Aalst et al.



(2009); Mulyar et al. (2008); Chesani et al. (2007, 2006)). One argument is that
declarative process models are closer to the way requirements are usually specified
than the typical imperative process models, such as BPMN or Petri Net, based on
flow graphs that specify particular ways to implement the requirements, and thus
only indirectly represent the requirements. Even worse, this typically leads to over
constraining the workflows, in turn leading to rigid and inflexible systems (Mulyar
et al. (2008); van der Aalst et al. (2009)).

In this paper we show how an oncology workflow obtained from a field study
carried out at Danish hostpials (Lyng et al. (2008)) can be represented as Dynamic
Condition Response Graphs (DCR Graphs) and demonstrate a recently developed
technique for deriving a distributed version of the workflow. The distributed work-
flow consist of a set of DCR Graphs, one for each actor, equipped with the necessary
interface events that are the results of tasks carried out by actors at other locations.

DCR Graphs have five . WD
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gles with the role mark- Figure 1. Oncology Workflow as a DCR Graph.
ings on the top right corner. Sometimes, the activities can also be represented as
nested sub-graphs, such as medicine preparation as shown in Fig. 1 as a rectangular
box around some child activities. In case of nested sub-graphs, the relations point-
ing from/to them are applicable to all the child activities. For example, the mile-
stone relation from the medicine preparation nested sub-graph to the administer
medicine nested sub-graph results in milestone relations from all the child activities
of administer medicine to all the child activities of medicine preparation. Further-
more, a derived relation is a short handed notation for representing more than one
relation between activities.

The condition relation imposes precedence between the activities in a workflow,
whereas the response relation imposes a follow-up relation between the activities.



For example, the condition relation between patient data and prescribe medicine
states that patient data must have been done at least once before prescribe medicine
can happen. Dually the response relation from prescribe medicine to give medicine
means that whenever prescribe medicine happens, give medicine must happen at a
later point in time as a response. Similar to the condition relation, the milestone
relation is also a blocking relation, but it will only block if its preceeding activity
has a pending response. The milestone relation (as part of condition+milestone)
between sign doctor and the nested sub-graph medicine preparation indicates that,
in order to do any of the child activities of medicine preparation, the sign doctor
activity should not carry any pending responses on it.
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Figure 2. Projecting Workflow Over Different Roles.

A dynamic condition response graph can be projected according to a projection
parameter, which consists of a set of actors, a set of roles and a set of activities, to
a projected graph which represents a subset of the functionality described by the
full graph. In most cases the parameter will be chosen so that the projected graph
shows the full responsibilities of a specific role or actor. A set of DCR Graphs can



be executed in a distributed fashion, meaning that there is a separate implemen-
tation for every graph and that the execution of shared activities is communicated
between them. The original graph can be seen as a choreography, describing how
the system as a whole should function, from which we project multiple end-points
for individual roles or actors that can be implemented independently.

Fig. 2(a) shows the projection for the role Doctor. When projecting to this
role, we start by selecting the internal activities, i.e. activities that have the role
Doctor assigned to them. We also include all relations between these activities. We
then select all activities with other roles that have a relation pointing to an event
with role Doctor; these are external activities that can directly influence the internal
activities and we need to include them (but without role assignment) in the graph
so that we know when internal activities are allowed to executed or when there are
required as responses to external activities. In the example these are the two don’t
trust prescription activities, because they place a pending response on sign doctor
when executed. We include these activities and relations from them to internal
activities. They indicate that the workflow of the doctor should subscribe to events
from the workflows for role (N) and role (CP) signaling the execution of their don’t
trust prescription activities. Similarly, the projection for the role (CP) has sign
doctor as external activity, since it is a condition and milestone for the entire set
of medicine preparation activities and require accept prescription as a response.
However, to know if sign doctor is required as response and consequently by the
milestone relation will block all medicine preparation activities, we also need to
include the two activities prescribe medicine and don’t trust prescription (N), even
though they are not directly related to any activities carried out by the CP.

A distribution is safe if the set of distributed executions correspond to the set
of executions of the original “choreography” DCR Graph. Not all distributions ob-
tained from projections are necessarily safe, and in particular the distribution shown
in Fig.2 is not safe: If for instance the CP signs the preparation but subsequently
changes her mind and decides that she doesn’t trust the preparation made by the
pharmacist assistant (PA) then PA in the global choreography graph shown in Fig. 1
would immediately be required to sign again as a response, which would immedi-
ately block the nurses from signing and administering the medicine because of the
milestone relation between administer medicine and medicine preparation. How-
ever, this is not the case in the distributed graph, since the event that CP did not
trust the preparation may not arrive to the nurse before he decides to sign and give
the medicine. We have provided a formal characterization of when such race condi-
tions can arise for a given distribution. The unsafe distribution in the example above
can be solved in a number of ways which we currently investigate: First of all, one
could ask the workflow designer to redesign the choreography graph in Fig. 1 such
that no such race conditions can arise. Secondly, one could try to derive an algo-
rithm to derive a safe redesign, essentially by adding activities that implement a
pessimistic concurrency control mechanism, e.g. by locking activities. Finally, one
could simply warn the users about unsafe activities and leave the option to coordi-
nate between themselves how the situation should be handled.
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Abstract. An overview of issues related to globalization which emerged in relation to
development of a trauma registry for low and middle income countries is provided.
Reflecting on observationally based fieldwork undertaken in relation to a pilot project in a
public health hospital in South Africa over a 3 year period, three aspects of globalization
are identified which came to bear on the development of health infrastructures.

Background: Trauma Registries for LMICs

Low and middle income countries (LMICs) suffer a disproportionate share of the
global burden of injury. More than 90% : of total worldwide deaths due to injury
occur in LMICs. The largest gains in injury prevention are likely to be made in
LMICs, but success in reducing the burden of injury in these countries has lagged
far behind more developed countries (Segui-Gomez and Miller 2008). Although
injury data collection and analysis is presently possible both these activities are
very resource intensive. As a result, there has been little sustained injury
monitoring in LMICs. The availability of high quality data is essential to public
health decision making. Data are required to assess health burdens and health
status, and to evaluate the efficacy of interventions aimed at improving health
outcomes. An absence of data in low and middle income countries (LMICs) has



been identified as a constraint to health management and monitoring of health
status. Although health information systems are frequently identified as a possible
means through which the collection of health data can be improved, numerous
challenges associated with the collection of health information in LMICs have
been identified, along with challenges associated with building computer based
tools to support collection and analysis of data in LMICs. Insights gained about
the influences of globalization on system development which emerged in relation
to a project aimed at supporting the development of a trauma registry for low and
middle income countries are outlined. The project is a partnership between
academic and health sector partners in Canada and South Africa.l

Globalization as an Infrastructural Issue

There are at least three ways in which globalization has come to bear on
infrastructure in our study site. First, global flows of labour led to our interest in
the hospital which has become our study site. Second, globalization, and the
desire for cross-national comparisons of injury rates has come to bear on the
development of data collection infrastructures in our project. Third, the dynamics
of providing aid to low and middle income countries has important implications
for infrastructural development. Each of these issues is addressed briefly below.

Overview of Our Capetown Study Site and Project: The Influence of a
Global Workforce on Project Development

Working with partners in public health and acute care in Capetown, South Africa
our team developed a means of data collection for injury data which we hope will
become the basis for collection of injury data suitable for use throughout low and
middle income countries (LMICs). As a result of completing a one month
surgical rotation at what has now become our Capetown study site, one of our
team members, now a trauma surgeon in Canada, developed a long term interest
in improving collection of injury data in our study site. This led to a partnership
with the medical director of the trauma unit which has become our study site, and
a researcher funded by the South African Medical Research Council who is
affiliated with the University of Capetown. Over time, a partnership of South
African and Canadian clinician-researchers and academics obtained research
funding to conduct several linked pilot projects designed to yield local benefits
(in the form of a trauma registry), and at the same time contribute to the
advancement of scientific knowledge related to injury prevention, epidemiology

Iin light of the length limitations of the extended abstract format, we have elected to focus on identification
of ways in which globalization has come to bear of development of the registry, rather than present detailed
empirical case examples. In the event we are invited to submit a full paper, we will provide extensive
empirical detail.



and data integration and analysis. Our team hopes our South Africa work will
contribute to the development of a trauma and injury registry suitable for use in
varied LMICs.

Our study site emerged from an environment in which doctors from
developing countries frequently travel to Capetown to obtain trauma training,
precisely because the rates of traumatic injury in Capetown are so high. Hence the
international flow of labour and dynamics of the traumatic burden of injury in
Capetown set the stage for this infrastructural development project, in which
Canadian clinicians and researchers assisted South African clinicians and
researchers in developing and implementing infrastructures to be used for data
collection. Global dynamics of labour mobility which provide physicians from
developed countries with opportunities to gain experience unavailable in their
home countries plays a role in subsequent infrastructural development.

Comparing the Burden of Disease Internationally and the Challenges
of Localization

Work with our project participants consisted of iteratively developing a paper
based tool for collection of data about the mechanisms of traumatic injury which
brought patients to the trauma service in our study site, and testing and modifying
the paper based data collection instrument, which will, eventually, be
implemented in a computer based format. In light of the fact that the project had
as one of its goals development of an injury scoring system which could be used
to compare the burden of injury across national contexts in LMICs, at the same
time we developed the categories which would be used in our paper based tool in
Capetown, we also were aware that data we collected through our tool should also
allow us to compare data cross-nationally. We immediately faced a problem
which has been well articulated in literature concerned with the sociology of
infrastructures (e.g., Bowker and Star, 1999). In the context of our study site, a
means of transportation called a backe, a term not used elsewhere in the world,
and an unlicensed drinking establishment called a shebeen, also unique to South
Africa, are important sites of injury, and our team wanted to document frequency
of injury in relation to backs and shebeens. We were aware, however, that these
terms were not in common use elsewhere in the world, and our use of these
terms—well known to those living in Capetown, and a source of epidemiological
interest—would introduce a new level of complexity to our data set, in relation to
comparing our data cross-nationally to sites and mechanisms of injury in other
LMICs. On the one hand, using the terms backe and shebeen on the form
reflected local practices, and would help document the magnitude of traumatic
injury which occurred in relation to these local phenomenon. On the other hand,
these terms were unknown outside of our study context, and use of these terms on
our data collection form will require that we translate our local terminology to



accommodate cross-national comparisons (e.g., backe would become vehicle, and
shebeen would become drinking establishment). Movement of our data collection
instrument to a computer environment should include a mechanism to translate
between such local terminology, and terminology in more common use.

Globalization and Aid: Navigating Funder’s Information Systems

Like most LMICs, South Africa receives aid from numerous organizations around
the globe (such as the Bill Gates Foundation). It is quite common for
organizations providing aid to require aid recipients to use a computing platform
provided by the aid organization, and/ or to report data in a particular format to
satisfy accountability needs of the aid organization. One of the potential
consequences of this situation is that it contributes to an environment in which
computer based health information systems abound, with little coordination
between aid projects, and, as a consequence, system and data interoperability in
the health sector. Further, the “fly in, fly out” nature of partnerships with LMICs
can make it difficult for well intentioned individuals and organizations providing
assistance to LMICs in developing health informatics systems to identify local
efforts underway to support health information data collection, leading to further
fragmentation of efforts to develop health informatics infrastructure.

Concluding Thoughts

Three ways in which globalization comes to bear on health information
infrastructures have been identified and briefly discussed. First, the dynamics of
“first world/ third world” labour (the need for doctors in LMICs and the need for
“first world” doctors to obtain trauma training) laid the foundation for subsequent
development of infrastructure aimed at improving trauma data and prevention
strategies. Second, the desire to generate data that on the one hand was locally
relevant and on the other hand could contribute to cross-national comparisons
raised issues about development of classification systems which are both locally
relevant and yet could contribute to cross national comparisons. Finally, the
dynamics of global aid—and specifically requirements imposed by international
funders to use specific health informatics systems- are contributing to a
fragmented health informatics landscape in LMICs.
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Introduction

The introduction of Electronic Patient Records (EPR) in medical practice relies
on the conviction that a seamless web of communications improves the quality of
care, reduces errors and wastage, and generates greater overall efficiency.
Nevertheless, the reality of infrastructuring processes often presents scenarios in
which paper-based and electronic systems coexist but the latter are poorly
interconnected, resist customization, and are unable to deliver information
efficiently (Hyssalo 2010).

Many suggest that the adoption of standards and protocols and the use of
participatory design techniques could avoid the need for specific work by
healthcare personnel in connecting all the systems in use together. This paper,
instead, reflects on the difficulty of eliminating such work. Moreover, it argues
that the adoption of forms of participatory design may paradoxically increase the
amount of such interconnection work (here ¢junction worké) and push into the
background parts of the work that they are supposed to support. The case
analysed here concerns nursing work in a hospital oncology department. It
enables reflection on the increasing opacity of certain work tasks and the
technical-organizational implications of the concentration of these duties at the
junctions among healthcare infrastructures that are not fully interoperable.



Invisible work, background work, junction work.

In CSCW, the need to devise forms of support for activities undertaken in
workplaces has clashed with the difficulties of observing, analysing, and
representing them in all their complexity. Such difficulties concern those non-
formalized activities T or ones deemed of minor importance T that are denoted
with various labels: ¢invisible workd (Star and Strauss 1999, Suchman 1995),
darticulation workd (Strauss 1985), écoordination workd (Ellingsen 2003). In this
paper we propose the concept of junction work to indicate the work of facilitating
the exchange of data among different information systems (both electronic and
paper-based) and which especially characterizes technologically dense
environments. By djunction workd we mean activities involving direct and explicit
action to overcome barriers impeding data exchange among two information
systems. These activities are the transcription or digitization of data, their transfer
from one system to another with memory devices (e.g. USB keys, hard drives) or
manual uploads, change of format, and so on. Junction work, in other words, is
performed when communication does not occur in a seamless web. It is not in
itself visible or invisible, and it can be both formalized and performed through
workarounds and tricks of the trade that avoid standard procedures. Although the
need for explicit (and non-automatic) intervention to have the systems
communicate is not negative in itself, it often results from the delegation to
human actors of what has not been possible, or has been deemed not necessary, to
realize through infrastructuring (Piras and Zanutto, under review).

Setting and methodology

The research was conducted in an oncology department of a hospital in North
Italy which for more than ten years has used an EPR constructed with the
collaboration of a medical informatics research group. Working in the department
was a team of ten doctors and eleven nurses who treated (mainly with
chemotherapy) 35-40 patients daily. Semi-structured interviews, personal
conversations, and participant observation were carried out. Interviews (five in
total) and conversations were used to reconstruct the birth and evolution of the
EPR through the narratives of the members of the development team, the doctors,
and the nurses. The observation consisted of a series of weekly shadowing
sessions conducted on doctors and nurses for a period of 8 weeks across six
months. In light of analysis of the data collected in the first two weeks, the
subsequent observations were focused on nursing work, and in particular on how
the various information systems used in the department were linked together.



The EPR (and how is it fed with data)

Analysis of practices in department started from the observation that the
oncologists did most of their work using the EPR, while the nurses and secretaries
more frequently used other computerized and paper-based systems. The reason
for this difference was identified by reconstructing the history of the system.

The project which originally gave rise to the system had proposed the
electronic networking T via a synchronous teleconsultancy tool T of 27
departments of 9 hospitals in a small Italian region. From the outset, however, the
realization that it was necessary to have a system of shared data management
induced a shift of the project towards the creation ofan EPR. In that period, a new
chief had been appointed to run the oncology department of the largest hospital.
S/he saw an EPR as the tool with which to steer the doctorsé work practices
towards greater collaboration and sharing, in particular by changing from a care
system in which each doctor had his or her fiowno patient to one in which the
patient could be managed by any doctor in the department. The design of the
system interwove with redesign of care delivery by the doctors. Collaboration
between the medical personnel and the design team was close and prolonged (it
still continues), and it led to frequent meetings during which the systemis
requirements were identified and a prototype was produced and trialled. This
prototype initially enabled only the management of strictly clinical data, but the
weekly briefings between doctors and designers gave rise to requests for new
functionalities able to manage the workflow (e.g. appointment books), accounting
(e.g. consumption of medicines), communication with other departments (e.g. to
book examinations), or analysis of the departmentis performances (e.g. waiting
times). These were studied and implemented during the two years of the project.

The analysis of the interviews showed that, during that period of time, mutual
shaping took place between the system and work practices, so that the EPR
became the pivot of doctorsd work, who wanted it to be used for management of
all their activities. The observations verified that this desire was substantially
fulfilled, and that large part of the doctors activities were supported by the EPR.
Nevertheless, the same observations showed that this was because a portion of the
work was transferred to the nurses. The doctors, in fact, needed data contained in
other information systems not fully interoperable with the EPR (those of other
departments, outlying hospitals, analysis laboratories) and which arrived in the
oncology department via different media (e.g. fax, paper documents). The data
necessary for the completeness of the oncological EPR were acquired through the
compilation of templates by the nurses (e.g. the results of a blood test made in a
private lab). The nurses also undertook the reverse work of transferring
information to other systems. For instance, if a doctor requested a TAC and put it
on the calendar in the EPRds appointment book, it was the nurses who managed
the information flow with the laboratory via phone calls, faxes and paper



documents so that the appointment became effective. This also applied to a series
of other actions (e.g. booking of blood tests, providing car park permits to
patients) whose accomplishment depended on the nursesd work in creating
junctions between systems. Moreover, this work frequently interrupted the
nursing workflow, as faxes, telephone calls and paper documents arrived without
warning and without the EPR transfer of the data required for an examination.

Discussion. Building the junctions

The shadowing of the nurses made it possible to observe the mundane and
material practices of the junction work performed by nurses and how it affected
their workflow. As seen, (i) the nursesé junction work was what made the EPR
files complete and usable by the physicians; (ii) this work required the use of
various artifacts (e.g. fax, telephone, paper); (iii) the junction work interrupted the
nursing workflow. A further finding is that the junction work observed consisted
of a chain of micro-actions (e.g. receiving a fax, making a brief telephone call)
that sometimes concretized the transfer of information from one system to another
over a time-span of some weeks. This made both these actions and the overall
process difficult to represent in formal terms, with the consequence that they were
undervalued by the doctors. The history of the development of the system and the
analysis of a specific functionality introduced during the observation period
suggest that the scant visibility of this work was one of the factors which, over
time, turned the system into a tool for the redefinition of work tasks and their
substantial delegation to the nurses. Paradoxically, this happened because the
close collaboration between clinicians and designers came about through
mechanisms of participatory design. In contexts such as this, in fact, the difficulty
of representing and appraising the amount of work required to connect systems
together leads to the devising of functionalities useful for the doctors without full
awareness of their effects on nursing work.
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Abstract. Under the Integrated Child Development Scheme of Govt. of India it was
required to monitor the attendance and distribution of supplementary nutrition packets
provided to rural women who visited the Anganwadi Centers. However, in Madhya
Pradesh where the scheme was implemented, their current system of data collection
using paper-based process has its challenges; unmanageable amounts of paper data,
too much time consumed in generation and aggregation of reports, inefficiency in flow of
information and tampering of data. A voice based system has been developed to
support voice biometric! and voice based data entry. When this system is substituted for
the current paper based data collection processes, it will play a pivotal role in enabling
real-time data collection from remote areas thereby reducing discrepancy in data which
is most commonly observed in the data collection phase. The innovative use of Modern
Voice recognition technologies indicates effective data storage and immediate access of
the same. This paper aims to share experiences and the credibility of using the voice
biometric system over the mobile phone to capture and monitor Maternal and Child
Health data on a real-time basis.

L http://www.bytelabs.org/pub/papers/biometrics04.pdf



Introduction

The Government of India has employed several health schemes to combat
malnutrition and improve Maternal and Child health status. Integrated Child
Development Scheme (ICDS), one of the worldés largest and most unique
programme for pregnant women and early childhood development. ICDS aims to
provide pre-school education to children and to break the vicious cycle of
malnutrition, morbidity, reduced learning capacity and mortality. These
objectives are achieved through a package of services comprising of
supplementary nutrition, immunization, health check-up, referral services, pre-
school non-formal education and nutrition & health education. Supplementary
Nutrition includes supplementary feeding and growth monitoring. For providing
supplementary nutrition, all families in the community are surveyed to identify
children below the age of six and pregnant & nursing mothers. They are provided
with supplementary feeding support for 300 days in a year. This scheme attempts
to bridge the caloric gap between the national recommended and average intake
of children and women in the low income and disadvantaged communities. For
growth monitoring, children below the age of three years of age are weighed once
a month and children between 3-6 years of age are weighed quarterly. This helps
to detect growth faltering and helps in assessing nutritional status. However, the
success of these schemes and programs are hampered due to enormous amount of
data generated and distortion in government records. This paper- based system of
reporting; is very slow, ineffective, the incidence of falsifying data is high,
outdated and the data generated is enormous. Timely interpretation and analysis
of the gathered data is unattainable and hence it defeats the very purpose of
documenting.

In the recent past, a relatively new, affordable and efficient communication
technology using mobile phone has enabled connectivity in rural India. It has
been estimated that rural tele-density has increased more than eleven times from
1.57% to 18.37% from March 2004 to August 2010.2 Data collection via mobile
phones has been explored for the past couple of years, but the concept of voice
based data entry system with authentication is fairly new and perceived to be far
more effective than the previous types of data collection carried out through
mobile phones. This paper aims to share the finding of experiences with voice
based remote data collection over mobile phone in rural India.

2 http://www.indembassy.co.il/Additional%?20files/India_Information.pdf



Methods and materials: The Technology

Voice Net is a Personalized Voice based Information Retrieval and Transaction
System (PVIT) jointly developed by IITMés Rural Technology and Business
Incubator and Uniphore Software Systems3. This technology enables remote
voice based data collection and viewing of real time data on a web portal. Unlike
other voice based tools that leverage speech recognition, this system does not
require training of the speech engine. It supports multiple languages and dialects.
Voice Net enables remote data gathering at low cost using mobile phones and
state-of-the-art speech recognition and intelligent analytics tools at the backend.
Already Voice Net has its footprints with applications in Punjabi, Marathi, Tamil,
Hindi and other regional languages of India and these applications are being
accessed by farmers, job seekers, and skilled workers across Rural India. The
basic architecture of VVoiceNet enables the services to scale easily across states
and geographies without significant increase in investment and is independent of
service provider.

Project Location

Madhya Pradesh is a state which has long been side-lined out of Indiads robust
economic picture. The incidence of malnutrition-related mortality in Madhya
Pradesh is higher than sub-Saharan African countries and has reached epidemic
heights4.

Maternal and child health status among rural and tribal population is an
area of growing concern. According to the NFHS-I11, 60 percent of the children in
the 0-3 yeards category in Madhya Pradesh are malnourished, with 82.6 percent
children in the same age group being anemic®.The reasons postulated by experts
point to poor health care reforms, lack of transparency, low health literacy and
most importantly slow reporting system. For this pilot study, Dhar, a tribal
dominant district situated in south-western corner of Madhya Pradesh in Central
India was chosen. The majority of the population in Dhar District belongs to the
Scheduled Tribes who live below the poverty line.

Maternal and Child Health Project

Voice based biometric system was introduced in the Anganwadi centers
(rural healthcare outreach centers) in two districts namely Gunawat and Dhar of
Madhya Pradesh to register and monitor the rural or tribal mothers and children
who were the beneficiaries of the ICDS. The mothers were enrolled in the system
using their voice and the children were registered under motherds ID. The reason

3 http://uniphore.com/
4 http://www.thehindu.com/health/article56048.ece
> http://beta.thehindu.com/news/states/article109702.ece



for registering the child under motherés ID is because a childds voice has a
tendency to change as they grow. After enrolling, the beneficiaries (mothers)
authenticate themselves every time they visited the Anganwadi centre and enter
data about their activities at the Health Center and the benefits they have
received. The data that was captured using the voice based data entry system
included details such as

1.  Registration of mother/child/guardian and supervisor

2. Authentication

3. Data Collection for monitoring the weight of mother/child
Number of nutrition packets received by mother / child ,Counseling received by
mother and Infant Mortality.

Implementation and Results

This section deals with the various options that were provided with mobile phone
for registration, authentication and data collection along with the results obtained.

Registration: The Registration process was done for four categories of
individuals- Mothers, Children, Guardians and Supervisors. The mother registers
for herself and her child, for a child a unique ID is generated with the prefix of
the motherds ID. The system generates a unique user ID which is a three digit
number for each registered individual. About 589 mothers, 702 children, 9
Guardian and 3 supervisors have registered themselves between the months
February 2010 to June 2010.
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Voice Authentication/Attendance: The registered users had to
authenticate themselves first before they proceed to enter data into the system by
a simple three step process,

e A phone call to the systemds mobile number

e Confirming the unique three digit User ID generated when registering

e Voice authentication: Repeating the fipass phraseo three times
Some participants failed to remember their individual pass phrase and made a few
mistakes which resulted in the system rejecting the authorization. E.g. If a



participant registered using a pass phrase fiMy name is Malao and later forgot the
pass phrase and said iMala is my nameo the authentication would fail as the
system would not identify the user. Occasionally there were other reasons for
authentication failure such as loud background noise, faulty handset and bad
network coverage

Data Collection: Once the voice is authenticated, the user can navigate
various options given in the system using voice prompts and the data is entered.
After which they can either exit the system and end the call or return to the
system and enter additional data under other options given. This process was
entirely carried out through a simple call from a mobile. Most of the participants
were from rural background and illiterate but quickly adapted to the procedure.
The supervisors would be present during the data entry but it was the participants
who entered the data. Initially the data that was collected from the field would be
saved in the system data base and then transferred to readable excel sheets.
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Weight: The system was configured to record height and weight indices of
the beneficiaries (mother and child). Measurement of these indices enabled to
calculate the total number of supplementary nutrition packets to be given.
Although the setting for this feature was available, it was only tested and not
rolled out for implementation. Meanwhile, the number of nutrition packets to be
given was calculated manually.

Supplementary Nutrition Packets (SNP): The beneficiary (mother) had to
call up the service number and enter data pertaining to SNP that she and her child
received. Types of information collected under this option include the number of
Supplementary Nutrition packets received by the mother and or the child, the
gender of the child, the number of lunch and or breakfast packets received. About
172 breakfast packets and 674 lunch packets have been distributed to
beneficiaries during the pilot period.



Counseling: Some of the mothers who visited the AWC were counseled
by the Nurse on Diet and Nutrition and ANC follow-up. However after the
counseling, confirmation of the session was to be given by the mother on
receiving the counseling and the nurse to confirm if the counseling was given.
This option was tested for functionality but was not implemented.

Infant Mortality: Infant mortality provision enables the capture of
information on the death of the child including the date and reasons, this
information is given by the mother along with the supervisor. However in phase
1, this option was not used by the beneficiaries, the reason postulated for which
range from non availability of the mother to social reasons towards registering
death of the child.

The voice based data collection process was designed such that the data that was
captured on the field would be uploaded on a web portal, where the
administrators could view real-time data. This web portal has information
categorized by District, Block and Anganwadi center. It has all the information
about registration, weight, number of Supplementary Nutrition Packets received
under government scheme, it also had additional information about immunization
schedules, growth charts of children and nutrition and health education and
preschool education.

Gl e TS TR ———

(B 1CDS website where data is streamed live

Figure (A) User entering data

Later in the phase of data collection, other options such as Antenatal Checkup
date of expectant mother, Number of Iron and folic acid tablet received by
mother, date of receiving Tetanus Toxoid injection was incorporated.



User Interface

a. Usability

All the users of this pilot belonged to one of the following categories

1. Mothers who visited AWC

2. Guardians nominated by mothers

3. Supervisors of AWC
Most of the users were Below Poverty Line (BPL) rural and tribal mothers with
little or no education who visited the AWC for their antenatal check up or to
collect Supplementary Nutrition Packets for themselves and their Children.
Despite their illiteracy or limited literacy the users were comfortable in using the
voice based system as it was in their local dialect. The supervisor would be there
to guide them but the data entry and authentication was entirely done by the users
and entire phone call would only take about 2 minutes.

b. Convenience Factor

The voice based data entry system was used alongside paper based reporting
system in the pilot project. However the voice based system emerged was far less
time consuming and less expensive as paper based documentation is laborious
and painstaking. The data collected is authentic and completely tamper proof as it
is entered and validated by the user and the data can be analyzed and collated in a
matter of few minutes and can also be viewed by the supervisor when the need
arises.

c. Customization

This technology can be fine-tuned to suit user-requirements and customized
accordingly, the voice based system supports several languages i.e. the voice
recording and voice prompts can be changed to any particular language or dialect
of the chosen target audience to suit them more appropriately. The system has a
unique Multi-lingual Speech recognition for data capture and speech to text
conversion. For instance this voice based data collection system was hosted in
Punjabi language to conduct a survey among rural farmers in Punjab.

d. Other cases this Voice based data entry system has been used

a) Survey: This voice based system was used to take a survey in Punjab
among farmers in which about 800 farmers participated. It was a
quantitative survey and we received about 200 complete responses, the
prompts were done in Punjabi

b) Resume Collections: Ejeevika a Rural HR Company had used this
system to collect resume of rural candidates in rural Tamil Nadu,



about 500-600 resumes were collected over voice (in English and
Tamil).

Conclusion

Mobile devices have shown great promise for improving the efficiency and
effectiveness of data collection in resource-poor environments. Compared to a
traditional process that relies on paper-based forms with subsequent transcription
to a computer system, mobile devices offer immediate digitization of the collected
data at the point of survey. This allows for fast and automated data aggregation,
more user-friendly and cost effective. In the context of this pilot data entry
happened on both over voice and paper. And our study indicate the use of voice
biometric system to collect data and enable real-time viewing of data in remote
areas can facilitate monitoring activities of various Government schemes.
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Abstract. Where Healthcare Teams use Nationwide Electronic Health Records systems their
collaborative processes are subject to the effects of multiple interdependent services which are required
to interwork while respecting security, privacy and confidentiality constraints. Often there is resistance to
the introduction of technology intended to support professional services, because designers pay too little
attention to professional patterns of work and to the requirements for effective team collaboration. This
paper addresses these issues particularly as they affect access control, an important non-functional
aspect of the IT infrastructure for health care. This infrastructure increasingly consists of large complex
information systems constituted out of federated independent interworking services. It is argued that a
non-hierarchical, dynamic rolebased security approach is preferable from the viewpoint of team
collaboration. The development of the relevant concepts is traced. The main features of the architecture
are presented, experience with this approach is reviewed, and its advantages are evaluated with respect
to a case study of NPfIT, the Electronic Health Records programme for England. If access control
architectures are designed to adapt naturally to professional activities and relationships, it is much more
likely that systems will be accepted and trusted by patients and healthcare professionals alike.

Background

Resistance to the introduction of technology intended to support professional activities such as
those of healthcare teams often results from inadequate attention, by system designers, to
professional patterns of work and to the requirements for effective team collaboration. Where
Healthcare Teams use nationwide or regional Electronic Health Records systems their



collaborative processes are subject to the effects of a large number of interdependent services
which are required to interwork while respecting security, privacy and confidentiality
constraints. This paper addresses these issues particularly as they affect access control, an
important non-functional aspect of the IT infrastructure for health care. It is argued that this
infrastructure increasingly consists of large complex information systems constituted out of
federated independent interworking services, and argues for the adoption of a non-hierarchical,
dynamic rolebased security approach as preferable from the viewpoint of team collaboration.

Federated independent services need distributed access control to support both
personalisation and organisational requirements to restrict access to certain information or the
performance of certain functions to a defined, limited class of users (Li et al, 2008). OASIS,
developed by the Opera group at Cambridge, addresses these requirements (Bacon et al, 2002).
It extends beyond the basic RBAC models proposed in the NIST and ANSI standards (NIST,
2004) by including credentials, appointments, fast event-based credential revocation and a
Horn-clause logic-based policy language. Of particular significance is its greater capacity to map
security policy onto complex organizational reality.

OASIS is a distributed capability system in which roles are activated within a given user
session. Policy rules determine whether a given authenticated user may acquire a role or roles
and hence exercise the privileges associated with that role or roles. Different services collaborate
via an event-based middleware and can remain responsible for different role prerequisites.
Context-aware security is provided both via parameters to roles and via environmental
predicates. Other RBAC implementations often extend the basic model with notions of
delegation and hierarchy such that senior roles automatically have access to the privileges of
their subordinates. OASIS, however, supports delegation through the concept of appointment,
wherein an appointer will issue an appointment certificate to an appointee or group.
Appointment certificates are persistent digitally-signed certificates; their creation involves a
principal using privileges that create and revoke persistent credentials i.e. appointment
certificates to be used as role entry prerequisites by other principals. A combination of role
activation rules an and authorisation rules allows a much closer modelling of organisational
reality than that which is implicit in a role hierarchy.

The first comprehensive implementation of OASIS was done in collaboration with
Clinical and Biomedical Computing Limited (CBCL) (Eyers, 2005). CBCL OASIS was used to
successfully build an EHR demonstrator (Eyers et al, 2006) and subsequently in the RAED
project (Neely et al., 2004). Further examples of the application of OASIS security are given in
Pesonen (2008) and Singh (2010).

In the RAED project, which applied the OASIS architecture to a model of federated
Virtual Universities, we showed how, regardless whether a record fragment is held by the same
or different services, policy can determine that privileges to modify or read that fragment will
vary according to roles. Lessons were learned from the RAED project relating to virtual
organisation support and the OASIS architecture. Amongst the positive features of OASIS as
shown in the RAED demonstrator (Neely et al, op cit) were: System transparency — users need
not be aware of the location of different record fragments. System flexibility - the logic is
sufficiently expressive to allow a wide variety of policies, also different local organizers can
decide different policies for the same objects. Generality, explicitness, and relative simplicity of
policy expression — most systems allow users to set permissions for groups and in general; users
can to lock files or set activation dates, but the policy thereby expressed is implicit, and can only
be deduced, possibly imperfectly, by examining all the objects and their access rights. OASIS by



supporting policy expression in high level terms gives a clean separation of data from policy and
reduces the risk of error. Dynamic qualities: the privileges of a role commonly change over time
and in response to events. (For example, a doctor comes on duty or goes off duty, and privileges
over a care record should change accordingly). These changes over time and in response to
events are naturally handled in OASIS by environmental predicates. OASIS with its
parameterized roles can also readily handle exceptions. (In a health application, normal
restrictions may be overridden in emergency).

The NHS National Programme for Information Technology
and its Integrated Care Records System

The National Programme for Information Technology in the National Health Service in England
was launched in 1998 with the aim that by 2005 all patients nationwide would have a lifetime
EHR and clinicians would have round-the-clock online access to these. This had still not been
achieved when the new UK coalition government came to power in May 2010. The new
administration announced in Sept 2010 that fia centralised, national approach is no longer
requiredd0  However, elements of the programme persist, suggesting (to misquote Mark Twain)
that firumours of its death had been greatly exaggeratedo.

Both users and suppliers of NpfIT were subjected to highhanded treatment (Black, 2009).
There appeared to be little attempt to discover how health delivery teams actually worked in
different technical specialisms or in different socioeconomic contexts, nor to learn from existing
local e-Health initiatives. The new system did not provide for one consultant to have oversight of
a patient throughout his or her hospital treatment and aftercare (Black, op cit) thus removing the
element of personal-based trust.

The requirements document (Output-based Specification) states fiAccess to documents
shall be controlled by role-based access and limited to authenticated users. All user access shall
be recorded and have Audit Trails. Configuration management shall apply to the documents.
Changes, amendments, corrections and deletions shall be recorded in the Audit Trails.0 (op cit)
106.6.15 fiThe service shall support locally defined, role-based "views" of patient data.0 It may
be noted that the above statements of requirements do not address in any way the possibly
relevant parameters of roles, nor the current external conditions, which have been so extensively
researched in the Cambridge research programme discussed above. The system was designed
with a Security Architecture and a Confidentiality Architecture. The Security Architecture
comprised a Registration and Authentication service and a Role-Based Access Control Service.
The Confidentiality Architecture comprises support for Patient Consent and a Legitimate
Relationship Service. NPfIT adopted a general approach of taking up standards. In the case of
RBAC, the relevant standards are, of course, the NIST/ANSI standards. This does not address
the parameterisation of roles T as a result, it cannot express relational roles such as fiX is the
doctor who is treating Y0. The Legitimate Relationship Service is therefore not part of Access
Control: the opportunity for RBAC to be built on professional relationships rather than
bureaucratic hierarchy has been lost, as a result of the adoption of an unsuitable standard. Rather
than presenting a principal with data only where the requestor had a legitimate relationship to the
patient, the Legitimate Relationship Service shuts the stable door after the horse has bolted:
access to a National Care Record without a defined Legitimate Relationship to the patient will
trigger an alert, which will be referred to the Caldicott Guardians, an existing role within the
NHS to defend patient confidentiality. (Ferrar, op. cit.).



Conclusions

Becker (2007) and Eyers et al (2006) have argued for the importance of expressing security
policy for the NPfIT in a formal security language. In Beckerds view, RBAC is a traditional
approach which is unsuitable for the purpose. Eyers et al have, however, illustrated through the
CBCL OASIS demonstrator that a different RBAC model is appropriate and adaptable.
Subsequent investigations in the RAED project have illustrated the usefulness of a dynamic,
non-hierarchical approach to RBAC in its ability to model the lifecycle relationship between
developing real-world situations and developing complex and compound data objects. Given that
the ambition of the NPfIT was to provide each patient with a lifetime care record, a strong case
can be made that the Cambridge OASIS/EDAC21 approach to RBAC could provide a more
robust, realistic yet flexible approach to security for a national EHR service, than the
combination of traditional hierarchical RBAC with a separate Legitimate Relationship Service.
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Abstract. This interpretive study explores how healthcare authorities contribute to the
building of information infrastructures through indirect governance and construction.

The challenges related to an expensive and growing healthcare sector are
sought solved through neoliberal politics (Dean, 1999) where healthcare is
governed in an indirect and distributed way containing organizational elements
from the private sector. In Norway responsibility for the hospitals is delegated to
four regional healthcare authorities. ICT is viewed as a strategy for governing and
rationalizing public services including all levels of healthcare. The building of large
scale integrated ICT systems has been one important instrument to implement
these strategies. Such systems deeply embedded in different practices can be
conceptualized and analyzed as Information Infrastructures (1) (Hanseth, 1998).
The common view on building of Il is that they evolve in an organic-like way
(Star, 1995).This fits well with indirect governance approaches allowing for
bottom-up development processes where healthcare units are encouraged to join
with private companies to establish good innovative solutions. However in many
projects for building health care Il the authorities apply a direct governance
approach playing a major role in the development, hence making health care Il a



result of both evolution and construction. This paper describes how healthcare
authorities at different levels build healthcare Ils, both through indirect and direct
governance. Drawing on Governmentality theory (Dean, 1999) and I literature the
dual role of governmentso as facilitator and constructor and the consequences for
vendors will be discussed. The study adheres to an interpretive approach. Data
was collected in the period 2008-2011 and consisted of participant observation,
interviews and document studies.

This case describes the building of a system for electronic laboratory orders
intended for GPs ordering analyses from hospital laboratories. The process started
in 2006 when a hospital and a small local vendor established a two year
development project. The project was partly financed by a national initiative
aiming at public sector innovation and industrial development. The system became
a commercial product after the project phase. It was developed stepwise using
agile methods which allowed for close collaboration between end users and
developers. Software and work practices were developed and improved iteratively
through continuous delivery and real life implementation. The system utilized the
existing infrastructure in the national healthcare network and national standards
and required tight integration with systems in the GP office and the laboratories.
This integration was done with one system at a time, and extension of the system
to referrals was initiated after successful implementation of laboratory orders. Also
implementation was done stepwise starting with four GP offices and gradually
increasing the number of users as more hospitals acquired the system. Presently it
is used by nine hospitals and 60 GP offices in Northern and South-Eastern
Norway, and the only such system in the Norwegian market.

Further deployment was stopped for long due to large procurement processes
initiated by the regional healthcare authorities in South-Eastern and Northern
Norway. The procurement processes were based in aims to increase use of
electronic communication between primary care and hospitals, in particular
electronic laboratory orders. The regional healthcare authorities had decided to
coordinate procurements for all hospitals in their respective regions. To secure
adherence to international legislation, and to make sure that they would get most
out of their money they announced international competitive tenders. The tender
requirements were comprehensive and detailed and included specifications of
system architecture, general, technical and functional requirements, governmental
demands, training of users, testing, quality assurance and plans for implementation.
Making bids were resource intensive and in their offers the competing vendors had
to confirm adherence to the requirements, to describe their (potential) solutions in
detail, commit to delivery deadlines and specify the total cost of procurement and
implementation. The specifications made by the regional healthcare authorities
were quite similar to the system that was already used by some of their hospitals,
but the regional healthcare authorities also changed technical solutions and
included new features that they needed. Ambiguities and disagreements between



competing vendors and the regional authorities were clarified in negotiation
meetings, and contracts were signed between the preferred vendors and the
regional health authorities during first half of 2011. These contracts now serve as
the basis for further development of systems for electronic laboratory orders.

Governments need to solve their governance challenges related to the building
of healthcare 1. The domain is complex and rapidly changing, and it has been
difficult to coordinate actors and activities to establish stable and functional 1. The
common view on building 11 has been that it evolves gradually; however, Nielsen
(2006) argues that Il are built and scaled in an intertwined process of evolution
and construction. We agree with Nielsen (ibid) and argue that healthcare
authorities in their attempt to govern the complexity of ICT in healthcare play a
decisive role in this building by using both direct and indirect governance strategies
at the same time. The system for electronic laboratory orders is tightly integrated,
depends on national standards, has reach beyond one single institution and
embedded into work practices in the hospital as well as general practice. Hence the
system could be conceptualized as a component of an Il and the case shows how
healthcare authorities at different levels contribute to the building of this I1.

The project for establishing the first solution for electronic ordering of
laboratory services was a result of the indirect governance approach. Central
features of such an approach are decentralization, crossing of traditional borders
such as public-private or state-civil society, user orientation, competition and
organization inspired by the private sector. The consequences are that central
authorities give up significant traditional power, authority, and control to regional
and local healthcare institutions and vendors providing services and developing
solutions. As with electronic laboratory orders, governments facilitates the
building of 11 by establishing standards, financing infrastructure and by granting
financing for projects where healthcare actors and ICT vendors together are
allowed large freedom to find the good solutions. Implicit there is an
acknowledgement of the need for creativity, leeway and unfolding, and the
problem of managing or predicting the outcomes of such processes. This indirect
governance approach allowed for the evolutionary building of a system for
electronic laboratory orders.

The case also showed how the regional healthcare authorities partly constructed
a system for electronic laboratory ordering through the tender process. Modern
welfare states are depending on a well functioning market (Dean, 1999), and
tenders are part of international competition regulations which governments have
to adhere to. The tender specification document for acquiring ICT systems draws
the boundaries and gives detailed descriptions of the system. Through the process
of making these specifications the regional healthcare authorities contributed to the
building of this I1l. However, the regional healthcare authorities also had to attend
to another trend: an increased critical attitude towards public sector and attention
towards fails. Hence, the proposed system design and implementation plan had to



encompass the means necessary to avoid failing (Dean, 1999) implying
comprehensive and detailed specifications to allow for budget and time control.
This demonstrated a belief in the possibility to foresee future needs and plan for
these based on technology determinism. This presumes a predictable, stable and
controllable future and that 1l work logically and can be controlled through
planning and design. However, we argue that healthcare authorities have to accept
that building 11 is faced with risks (Ciborra, 2003), that technology determinism is
oversimplified and that governance through control and predictability seldom
works.

The development of electronic laboratory orders showed how ideas, experience
and potentials revealed in the small scale project was tuned and refined in the
procurement specifications and eventually put into large scale use. Thus small self
governed projects are a way to evoke the creative potential in the healthcare sector
and at the same time contribute to industrial development. However, it seemed
that for the regional health authorities the aim was more related to project
efficiency and budgetary control which called for a plan and control approach. The
authoritiesd dual roles and aims also implied multiple roles for vendors. In the
indirect governance approach vendors are supposed to cooperate with the other
actors on an equal basis exchanging knowledge and experience. However, a small
vendor might not have the needed capacity to take the product further due to the
resource intensive bidding processes. A common view among users is that vendors
have control of the development process (Halford, 2008), however in the large
scale procurement situation there is a customer-vendor relationship based on
specifications in contracts giving the vendors only limited freedom in the
development process.
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(King & Lyytinen, 2006; Mumford, 2006; Orlikowski & lacono, 2001,
Orlikowski & Scott, 2008). In recent years and predominantly outside the IS
literature we find a proliferation of concepts struggling to articulate the material
aspects of IT. These include “socio-material (Orlikowski, 2007; Suchman, 2007),
actor-networks (Callon, Law, & Rip, 1986), cyborgs (Haraway, 1991), object-
centered sociality (Knorr Cetina, 1997), relational materiality (Law, 2004).

The paper positions itself in this broader debate and develops a framework
for examining the materiality of information artifacts. Where the notions of media
or technology tend to refer to a rather narrow range of artifacts, we define the
materiality of information artifacts broadly to encompass not only paper and
electronic systems but also clipboards, racks, table tops, whiteboards,
widescreens, tubing systems, smart cards, etc. We define a collaborative field of
action as a particular configuration of participants collaborating at particular
times and places around some content in a more or less predefined format. We
propose that particular socio-material infrastructures may productively be studied
by focusing on relations among 1) artifacts, 2) artifacts and their location, and 3)
artifacts and people’s moves. Furthermore, we argue that particular socio-material
infrastructures tend to be invisible, i.e., it sinks into the woodwork. Only in
situations of change do these infrastructures and their role in coordinative
practices become apparent. We provide examples of how healthcare professionals
play with the materiality of different artifacts, and how these can impact further
design practices. Transforming and designing new artifacts for healthcare require
careful attention to the materiality of the healthcare infrastructures and its
relations to location, other information artifacts, and people’s movements.

3. Method

The paper draws on extended ethnographic field studies involving several years
of participant observation in two pediatric emergency departments (EDs) in
Canada and US and smaller field studies in four other adult emergency
departments (EDs) in Canada and US (Bjgrn & Radje, 2008; @sterlund, 2007,
2008).

The analysis focuses on information artifacts central to patient tracking and flow
within the EDs. We compare the materiality across information artifacts used to
handle the same type of activity across the EDs. This comparison makes it
possible for us to distinguish how the differences in materiality bring particular
affordances and constraints to the collaborative fields of action. The comparison
involves among others the following materialities: paper; whiteboards, electronic
whiteboards, clipboard, chart-racks, laminated paper, magnets, sticky notes, flags,
racks, power plugs, and table-tops.






